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Funktionsnachwels
Artefakte
. Crontend/ Backend—Loéic v
» Datengank ¢
+» Storace 7
» Network 7

e Inaress ¢



Funktionsnachwels
- Properties
. R eplikation |
* R edundanz ?
¢ Permissions _
* Retention / Deletion

e Restore



Stakeholder

« R eaqulierunaseehdrden (Bakin / BSDH
» Kapitalgerer
e der PO?

* das Business'?



Deploymentt

reterction?
deletion?

Backup?
_restore?
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Testing - Steps

. « Unit
unit [ | INT | ¢ | AceT e
e — _ - — deploywent
: > e o * Intearation
Unit- Intearation- Acceptance- |
TCS’tS Tes—ts w2 Tes—ts : - rehaviour |
' e Acceptance /
\_/ \/ - End2End
Aufrau auf |

vorheriaem - Rrehaviour
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Beispiele fur eine Unit
apiVersion: apps/vl g- name: prometheus-server
kind: Deployment - image: prom/prometheus
metadata: args:
name: monitoring-prometheus ; - —-config.file=/etc/config/prometheus.yml
namespace: default : --storage.tsdb.path=/data
spec: ' --web.console. libraries=/etc/prometheus/console_1libraries
replicas: 1 --web.console.templates=/etc/prometheus/consoles

strategy: g --web.enable-lifecycle

type: Recreate --log. format=json
template:

spec:
serviceAccountName: monitoring-prometheus

initContainers: @lvolumes:

- name: "init-chown-data" - name: config-volume
image: "busybox:latest" : configMap:
imagePullPolicy: "IfNotPresent" s name: monitoring-prometheus
resources: {} B - name: storage-volume

hostPath:
command: ["chown", "-R", "65534:65534", "/data"] path: /data/prometheus
volumeMounts: '
- name: storage-volume
mountPath: /data
subPath: "prometheus-server"




Beispiele fur eine Unit

resource "azurerm_managed_disk" "promdb_blockvolshared_serivces"
create_option = "Empty"
disk_size_gb 75
location "$S{var.az_params "
name "promdb.shared_services.S${var.cluster_params

resource_group_name "S{module.kubernetes.cluster_resource_group_name}"
storage_account_type "Standard LRS"



Reispiel fur eine Linit?

Microsoft Azure D Search resources v 0O & ? ©
Dashboard * » Users - All users * User
{~ Create a resource User Bl %
. Dashboard =
* Name @

All services

FAVORITES
* |Jser name &
All resources

Resource groups

Profile @ N
. App Services Mot configured
¥ Function Apps _

Properties @ S
S SQL databases Default
& Azure Cosmos DB .

Groups @

o . >

B virtual machines 0 groups selected
’ Load balancers Directory role 3

B Storage accounts User




INtearations-Test

[cjr@mccarthy:/home/cjr/j B HTTP/2 200

$ curl -IL https://nasa.gov content-type: text/html

HTTP/1.1 301 Moved Permanently ; last-modified: Fri, 31 May 2019 19:37:23 GMT

Date: Sat, 01 Jun 2019 11:47:34 GMT server: Amazonss3

date: Sat, 01 Jun 2019 11:47:14 GMT
Content-Type: text/html '

cache-control: max-age=300
Content-Length: 194
jage: 23
Connection: close .
strict-transport-security: max-age=31536000

Location: https://www.nasa.gov/ ;
_x—cache: Hit from cloudfront

SRR L s via: 1.1 ad5f86bd8cf229b8836b7c71c182bcd2.cloudfront.net

Strict-Transport-Security: max-age=31536000 (CloudFront)




Lnit vs Intearation Testing

» Unit tendenziell

> KOfrek—tkei—t des Code

= Korrek—théi‘t des Aléori—thMus-
+ Intearation tendenziell

- Korrektheit des Verhaltens



Test-Scope

« Unit muB man vollstdndia unter
Kortrolle haren ’

e wie Ist das Mi—tEreMdso-thare?

* wie ist das mit Cloud-Ressourcen?



Aussaaekrabt / Wertiakeit

e es NUtzt nix, wenn die Unit ricktia ist,
ager aleichzeitia die defaults des
Providers ein véllia anderes Verhatten
BRewirken - '

* es nUtzt arer auch Nnix, wenn das
Verhalten nur Z_u-Pél’licqerwe_ise rlchtia ist



Deploymentt

reterction?
deletion?

Backup?
_restore?




Fallunterscheidunaen

* IMmages o Container e Cloud
- atomar - atomer? - 777
- at _rulld time - at compile |

 tive



ServerSpec
require 'spec_helper!' |
describe package('ssh'), :if => os[:family] == 'ubuntu' do

7t { should be_installed }
end

describe service('ssh'), :if => os[:family] == "
7t { should be_enabled }
it { should be_running }

end

describe port(22) do
7t { should be_listening }
end




ServerSpec

BONd, Bridae, defauHt__aatewasy, iptarles, ipfilter, ipnat, iptakles,
routina__taele , iInterface, host

CGroup, -d'oner;contaimer, docker__imaae, Ixe, port
kernel_module | linux__audit__system | linux _kgrnei_parame—ter
Packaae, PpPa, yumrepo |
sefviee, cron, process, selinux, selinux__module

file, xSO9_cer“tiPi_ea'te, xSO9_Private_key

aroup, user, mail__alias |

coOMmmand



ServerSpec ” Types

module Serverspec::Type
class Host < Base
def resolvable?(type)
@runner.check_host_is_resolvable(@name, type)
end

def reachable?(port, proto, timeout)
@runner.check_host_1is_reachable(@name, port, proto, timeout)

end

def ipaddress
@runner.get_host_ipaddress(@name).stdout.strip

end

def ipv4_address
@runner.get_host_ipv4_address(@name).stdout.strip

end

def ipv6_address
@runner.get_host_ipv6_address(@name).stdout.strip

end




ServerSpec - Runners

class Specinfra::Command: :Aix: :Base::Host < Specinfra::Command: :Base: :Host
class << self
def check_is_resolvable(name, type)
if type == "dns"
%Q[Llookup=$(nslookup -timeout=1 #{escape(name)} | grep -Al 'Name:' | grep
| awk -F': ' "{print $2}'); if [ "Slookup" ]; then $(exit 0); else S$(exit 1);

elsif type == "hosts"
"erep -w —- #{escape(name)} /etc/hosts"
else
"host #{escape(name)}"
end
end

def get_ipaddress(name)
"host #{escape(name)} | awk '{print $3}'"




ServerSpec - Matchers
e wie R.Spec _
= exis—t, ma—_tek, start__with, ..
¢ spezifische f
3 Be__Mounted, QQr\—tair\, Be__writarle

* el@ene kann man dann selest schreigen



InSpec - Control

title 'Check webserver user'

control 'nginx-user?' do
impact 0.7
title 'Does the user for the webserver exist?'
desc 'An optional description...'

describe user('www-data') do
7t { should exist }
its('uid') { should eq 33 }
its('gid') { should eq 33 }
its('group’') { should eq 'www-data' }
its('groups') { should eq ['www-data'] }
its('home') { should eq '/var/www' }
its('shell') { should eq '/usr/sbin/nologin’' }
end




INSpec - R.esources
vilis

= ap—t epar\ Qran, .. ,audrtd,. . BONd, Bridae, ..,
Bsd__service, |

e AWS
e Azure

. GCP



INSpec Control

F— cache
|
— confiajson

— controls :

| L— arm_yescom_ specrs
| s
I— inspeclock.

— inspeayml

— ligraries

|  F— arm_ocustom_matchersrs
| L— szure_functorsre

— out v

| |— example.json

|  — indexktml

| — junitxml

| | reportjson
| L— reporttxt

F— 81L0bdB89+HSeas33T19L 13852934 da212 LOsecS Thdibdbiceat 3662 Sees
L— de$8cHd2 edledd844SedreeH83 ££02 880872 B2 #4512 20 TdH 2 S ade TTdH-



INSpec - Custom Matcher

RSpec: :Matchers.define :include_all_arm_res_in do [expected_al/
missing_a = []

match do [actual_obj/
left_a, criterion = expected_a
right_a = AzureRMSets::ARMSetFunc.unwrap (actual_obj, criterion)

missing_a = AzureRMSets::ARMSetFunc.set_difference(left_a, right_a, true)
missing_a.empty?
end

failure_message do
error_s = RSpec::Matchers::EnglishPhrasing. list(missing_a)
"Resource(s) #{error_s} *shouldx be present.'”

end

match_when_negated do
end

failure_message_when_negated do
end
end




hadolint - keine fragwu rdigen
Konstrukte

. DL3OOI: vim, shutdown in container?
. DL3OOY: delete apt-cet lists '
~« DL3OI: valid port ranee O < p < 65535

» SCIO8: did you foraet to close this dousle-
Quoted string? |



Unit-Tests auf Dockerfiles

[cjr@mccarthy:/home/cjr/]
$ curl -L

https://raw.githubusercontent.com/docker-1library/mysql/26380f33a0fcd07dda35e37516eb24eaf962845c/5.7/

Dockerfile \

| hadolint -

/dev/stdin:6 DL3008 Pin versions in apt get install. Instead of "apt-get install <package> use " apt-

get install <package>=<version>’

/dev/stdin:10 SC2155 Declare and assign separately to avoid masking return values.

/dev/stdin:10 DL3008 Pin versions 1in apt get install. Instead of "apt-get install <package>"

Bllcet install <package>=<version>’

/dev/stdin:25 DL3008 Pin versions in apt get install. Instead of "apt-get install <package>"

get install <package>=<version>’

/dev/stdin:38 SC2155 Declare and assign separately to avoid masking return values.
/dev/stdin:55 SC2028 echo may not expand escape sequences. Use printf.

/dev/stdin:55 DL3015 Avoid additional packages by specifying "--no-install-recommends’
/dev/stdin:55 DL4006 Set the SHELL option -o pipefail before RUN with a pipe in it

use apt-

use apt-




Intearation Test auf Imaaes

o statische Checks

- file existence. file content, metadata, license

. dynamisehe Checks _ '

- command / retval, stdzouterry



Intearation-Tests auf Inaces

$ container-structure-test test --image debian:buster --config structure.yaml
Command Test: PATH

Jusr/local/sbin: /usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

Expected string '.xgem/ruby/.x/bin' not found in output '/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin'

File Existence Test: Root

has incorrect permissions. Expected: -rw-r—-r--, Actual: drwxr-xr-x
has 1incorrect user ownership. Expected: 1000, Actual: 0

has incorrect group ownership. Expected: 1000, Actual: 0

Metadata Test

Error: env var PATH value /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin does not match expected value: .*gem/ruby/
2.5.0/bin

Error: Image entrypoint [] does not match expected entrypoint: [inspec]

Error: Image workdir does not match config workdir: /home/inspector




. GOSS

» ServerSpec als yaml

e Test- Erzeucqur\ca aus BRekanntem /

vorhandenen Stace (goss autoadd ssh)
+ Test-Aufeauten aus docker und
docker-compose



Proelem?

@DEVOPS. RORAT

- In Startup, we have creat capaility for

churn out solution. Please ser\d Pro’lem, we
are pay aood Mor\ey e



Deploymentt

reterction?
deletion?

Backup?
_restore?




Fehler finden?

» LoadBalancer: |
- galanciert nicht: warum? LB oder Back falsch!

- session stickyness: falsche Annahme zu
Verteilunas-Eigenschaften!

e Ansatzpunkte:

- Traffic permanent urerwachen und veraleichen



Fehler finden?

* Network:
- GaNz getrennt
- Traftic Blockiert
'« Ansatzpunkte:

- Traffic Permanent ueerwachen und veraleichen



Fehler finden?

+ Permissions / Access:
- confia-Fehler

~* Ansatzpunkte:

- die aeschitzten Osjekte prii fen, nickt die
Aktoren gl



Fehler finden?

« Retention / Deletion

- confiag-Fehler | .

- wenn man denn die korrekten Werte G 5—eﬁkaupt kennt
+ Ansatzpunkte:

- die OBjekte pru ﬁeh, nickt die Aktoren



WO entseht der Fehler?

+ aup OSI-8
= dirék_te Fehlkonfiguration
- Anderunaen eei Fremdeezua ohne Kommunikation
- Zusammenhidnage nicht verstanden hagen |

. Cehler erkennen
- post-Deployment

= kon—tinuiefliek



Vorteil durch Testen?

man hat es spezifiziert / aubaeschriesen

MaN kann es dann permanent prilfen

permant riecht r\ac_k Monitoring!

es ist der Input flurs Monitoring!



[Fazit

« Container und Cloud hagen nickt viel
Loaik -> Unit-Tests Iohnen nickt

« Container- / Cloud-Orchestierte
Umaerunaen sind volatil > korrektes
Verhatten muB stdndia aepri £t werden



Fazit
« Testen um des Testens willen ist unsinnic

* es mub Zielgenau In Kennctnis der
Schwachstellen der eicenen Dynamik.
implementiert sein |

* das ist fPast immer Compliance / Security !
(ich sehe hier keine harte Trennuna)



aute Tests

o DevSec (kttps:// dev-seaio/raselines/) |

e CIS-Benchmarks —> InSpec

e Last-Tests!
e Das Blatt Papier!
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